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Privileged Access strategy

- Securing Privileged Access has two simple goals

1. Strictly limit the ability to perform privileged actions to a few authorized pathways
2. Protect and closely monitor those pathways

- Strategy s to:
- Build a ‘closed loop’ system for privileged access
- Ensure only trustworthy ‘clean’ devices and intermediaries are used
- Control which accounts are allowed to perform privileged tasks
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Microsoft’s privileged access guidance is based on
the long-standing security principles represented

in these (and other) security models, such as:

 Trust is transitive (“infectious” in PCI-DSS language).

* Any subject in control of an object is a security
dependency of that object.

"Attackers think in graphs”: Trust transitivity and security relationships between objects
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« These principles are represented in many other models
as well, not just in Microsoft's guidance:
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UK NCSC stance on secure privileged access

Maintain level of assurance in systems used to manage cloud services

UK National Cyber Security Centre (NCSC) Antipatterns -
Anti-pattern 1: Browse-up' for administration

When administration of a system is performed from a device which is
less trusted than the system being administered.

“if you don’t have confidence in devices that have been used to administer
or operate a system, you can't have confidence in the integrity of

that system.”

https://www.ncsc.gov.uk/whitepaper/security-architecture-anti-patterns#section 3



https://www.ncsc.gov.uk/whitepaper/security-architecture-anti-patterns#section_3

Privileged administration journey

First there was AD
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Attackers have options

to compromise privileged access
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Limit and protect pathways to privileged access

Prevention and ra pld response Asset Protection also required

Security updates, DevSecQOps,
data at rest / in transit, etc.
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Required for meaningful security



Clean Source and Clean Keyboard Principle

« Clean Source principle requires all security dependencies to be as
trustworthy as the object being secured

Control relationship
Subject - Object
= Attacker path




Clean Source and Clean Keyboard — Architecture and Design

« System is not dependent on lower trust systems

' s Authorised Privilege =54 mp |:|
@ E Push Conﬁgurationg 0

i Productivit
Active SCCM rOD :vcicl(\e” y
Directory

|:| s |nauthorised Privilege Risk'A‘} A& E
Configuration change Active SCCM
Directory

Productivity
Device



Clean Source and Clean Keyboard — Architecture and Design

« System is not dependent on lower trust systems
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Clean Source and Clean Keyboard — Azure AD Control Relationship

« Extending this to Azure AD and Azure resources
« But system is not dependent on lower trust systems
« System controlling Azure AD needs to be trusted
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« PAW for Cloud Services Management device is required
* Anchored in Azure AD with no external trust dependencies



Decouple from on-premises security controls

Fully isolate Microsoft 365
admin accounts
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https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754

Enterprise Access Model

Privileged Access
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Management plane attack paths

Deadly combination
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“But we use MFA....."”

There are (at least) 12 common ways we see
MFA bypassed/defeated:

What does this have to
do with dedicated

Session Hijack/Man-in-the-Middle:|Including web interfaces like in
<your PIM/PAM tool>

Steal cryptographic keys:|Smartcards, rogue CSPs, TPM

Duplicate Code Generator: Learn shared secret/algorithm (various
APTs, RSA, and Lockheed-Martin hacks)

Not Required/Downgrade attacks: You have disabled Legacy
Authentication in your Conditional Access policy, right?

Recovery Attacks: SMS/phone spoofing

Social Engineer Tech Support: “My laptop died, | need a code sent to
my temporary email”

Subject Hijack: If you can create a certificate for a privileged account,
you can authenticate as them

Reuse Stolen Biometrics

Hijacking Shared Auth:/oAuth session tokens and SSO to other sites
Brute Force (on MFA auth screen)

Buggy MFA

Physical Attacks: Fake fingerprints and faces, electron microscopes (!)

admin workstations?

1.) EVERYTHING...all of these attacks
are trivial, if not fully automatable, if
you own the endpoint

2.) Dedicated Administrative
Workstations (we call them
PAWSs/SAWs in Microsoft) are built to
break the attack chain, not mitigate it

(e.g. the most common vectors of
attack). MFA + PAW device required

3.) Your PIM/PAM solution has
nothing to do with any of this



Remote Administration



Privileged Resource Management
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------ Trust Signal — Full Access
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to make an informed decision based on organizational policy of policy across resources


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/

Emergency Access Accounts



Emergency access accounts

- It Is possible to lock out access when applying a policy to all cloud
apps or to Azure Resource Management API (i.e. Azure portal).

- We recommend excluding specific break-glass account(s) from the
policy.

- Ensure password for any break-glass account is stored securely.

- Recommend that passwords a 16 characters long and use complexity rules.

- Complexity rules are appropriate as these accounts are not used regularly



Emergency Access / Break Glass Accounts

QOverview

Account Details

Recommendation

Emergency access accounts will allow you to mitigate the impact of inadvertent lack of administrative
access due to misconfiguration, loss of MFA device, personnel turnover, or service outages. These
accounts are permanently-privileged, and not assigned to specific individuals.

= Emergency access accounts should be cloud-only accounts that use the *.onmicrosoft.com domain.

= These accounts should not be synchronized or federated with an on-premises environment.

= The Global Administrator Azure AD role should be permanently assigned.

= These accounts should be excluded from MFA and Conditional Access policies.

= Account passwords should be 16+ characters long, never expire, separated into two or three parts,
written on separate pieces of paper, and stored in secure, fireproof safes in secure, separate
locations.

= Accounts should not be normally signing in or making changes
= Security-monitoring staff should be aware of these accounts and regularly check for activity
= Accounts should be validated following Microsoft public guidance at least every 90 days

Create at least two (2) emergency access accounts.
Learn more by reading Manage emergency access accounts in Azure AD



https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-emergency-access
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