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Scams and fraud continue to affect UK 
citizens and consumers

16% of authorised push payment fraud cases were enabled by telecoms services in 2024 and £1.17 billion was lost to fraud in 2024 (UK Finance, 2025 
Annual Fraud Report 2025)

In February 2025, 42% of phone users (landline and/or mobile) reported that they had received a suspicious call in the last three months and about half of 
mobile users (51%) claimed to have received a suspicious mobile message in the last three months and about a third (32%) said they had received suspicious 
messages at least weekly (Ofcom 2025, Experiences of suspicious calls, texts and app messages)

https://www.ukfinance.org.uk/system/files/2025-05/UK%20Finance%20Annual%20Fraud%20report%202025.pdf
https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/telecoms-research/scams-research/2025/experience-of-suspicious-calls-texts-and-app-messages-data-tables.xlsx?v=392724


But law enforcement, public bodies and 
industry are fighting back…



Ofcom has been active in scam 
prevention and mitigation

Combating scam calls involves working 
with:

Industry and industry groups

Regulators and government departments 

Law enforcement agencies 

Regulatory counterparts around the world



Ofcom has also conducted more formal 
interventions over the past few years
The introduction and maintenance of the ‘Do Not Originate’ (DNO) list

 Helping CPs block numbers associated with banks and government departments etc. that are never intended to 
make outbound calls

Clarifying the type of due diligence that UK providers should carry out when suballocating numbers to 
other CPs

Taking steps to significantly reduce malicious signalling from UK Global Titles, thereby providing material 
benefits to UK and international citizens

Setting out the steps that providers are expected to take to identify calls from abroad that are spoofing 
UK landline numbers and to block them

As a result of these (and other) interventions, we believe that major providers are blocking 1.2m calls a 
day as a result of these rules, perhaps as much as 1% of all incoming calls

https://www.ofcom.org.uk/phones-and-broadband/scam-calls-and-messages/do-not-originate
https://www.ofcom.org.uk/phones-and-broadband/phone-numbers/good-practice-guide-on-sub-allocated-assigned-numbers
https://www.ofcom.org.uk/phones-and-broadband/telecoms-infrastructure/consultation-global-titles-and-mobile-network-security
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-2-6-weeks/276698---further-action-to-tackle--scam-calls/associated-documents/statement-tackling-scam-calls.pdf?v=373460


Earlier this year we consulted on 
proposals to combat scams calls 
spoofing UK mobile numbers

We are proposing to amend our CLI Guidance to set out how we expect 
providers to process calls from abroad that appear to come from UK 
mobile (+447) numbers

When these calls first reach a UK provider (including entities acting as 
international gateways), the provider should modify the call’s CLI data to 
mark the CLI Presentation Number as ‘withheld’

The deadline for responses has passed and we are now reviewing and 
considering our next steps

We plan to publish our final decision in early 2026

https://www.ofcom.org.uk/phones-and-broadband/scam-calls-and-messages/consultation-tackling-scam-calls-from-abroad


We have also just launched a consultation 
on combating scam messages
Our research shows that people are now more likely to have received a suspicious text message than phone call in the past 
three months

We have just published a consultation with proposals including Person to Person (P2P) and Application to Person (A2P) 
messages

For P2P messages we are proposing new General Conditions (GCs) to require mobile operators to prevent scam messages by:

 Setting volume limits for pay-as-you-go (PAYG) SIM cards

 Blocking numbers used by scammers

 Blocking scam messages in transit

For A2P messages we are proposing new GCs on mobile operators and aggregators to:

 Conduct due diligence (Know Your Customer checks)

 Prevent the use of fake alphanumeric sender IDs

 Conduct ongoing Know Your Traffic checks

 Apply incident management processes to block message senders

 Block scam messages in transit

We are also proposing new GCs for all mobile operators and aggregators to ensure these requirements are effective and to 
minimise the risk that providers block legitimate messages (such as rights to challenge and data protection processes)

The deadline for consultation responses is 28 January 2026 

https://www.ofcom.org.uk/phones-and-broadband/scam-calls-and-messages/consultation-combatting-mobile-messaging-scams


We are also reviewing the ‘DNO’ list

We are look at migration of, and improvements 
to, the Do Not Originate list

• The DNO list contains 14k numbers and is 
shared with around 60 organisations

• We are making some process improvements 
for DNO updates, to introduce more 
automation in managing the list

• The new process should be ready very 
soon

• We will contact DNO users ahead of this 
migration to update on the new process

 



Traceback

Traceback is a recognised part of our approach to combat scam calls.

There is an industry commitment in the Government’s Fraud Sector Charter to introduce a traceback process

We are reviewing how we would use the information obtained through traceback 

This work includes review of:

 The technical process to be adopted (the focus of current NICC work)

 The information we would like to receive

 How we could use this information to help our functions to combat scam calls

We also participate in, and contribute to, international activities examining Traceback such as GIRAF 

Call

Originator Transit Transit Transit
Terminating 

CP

???? Traceback

https://www.gov.uk/government/publications/fraud-sector-charter-telecommunications/fraud-sector-charter-telecommunications-accessible-version


Looking ahead

How we may see Scam calls adapting to our measures
 Pure International CLI – particularly those resembling UK numbers
 PAY-GO (unregistered) Mobile numbers – no need to spoof

The role of Cloud based and OTT Voice services

Arms race in A.I. for scam call generation AND scam call mitigation

To complement our policy work we also have an active enforcement programme 
with respect to our existing rules
 Including two open investigations
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